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SQL injection

· Why is searching this name resulting in losing records?

(Hint: you need to work out the SQL query generated by this search.)

· Load the php_mysql_search tutorial (http://www.boisvert.me.uk/run/elcid.html?file=users/charles/php_mysql_search.xml), or a similar web page that carries out a simple search. Try inserting the name to search.
Note: if you are using your own page, back up the table you’re experimenting with!

· Edit the PHP code to echo the SQL query on the web page. Check the query. Are the quotes escaped with a \ character?

· Find out (from the internet) what magic quotes are in PHP. Will your site be safe from an SQL injection attack? 
MySQL date format
MySQL uses the ISO date format. The ISO (international standard organisation) date notation is

    YYYY-MM-DD

Where
· YYYY is the year in the usual Gregorian calendar,
· MM is the month of the year between 01 (January) and 12 (December),

· DD is the day of the month between 01 and 31.

For example, the fourth day of February in the year 1995 is written in the standard notation as

    1995-02-04
Try these:

	Not ISO
	ISO

	31 December 2009
	

	Tomorrow
	

	Christmas 2010
	

	9/11/2001

(U.S. notation) 
	

	9/11/2001

(British notation) 
	


Comparing ISO dates

One advantage of the format is when comparing dates. The string comparison (ASCII) order is exactly the date order:
    ‘1995-02-04’ < ‘2010-03-11’

These can be used in SQL. How would you express these comparisons?
	English
	WHERE…

	Before 11 March 2010
	

	Between 11 and 16 March 2010
	

	In June 2010
	


Working out booking clashes

Whichever way your store bookings into a database, you will probably have an start and an end date.

Visualise these by placing them on a timeline:


Start
End
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Booking

If there are two bookings, place them to 
